Centers for Medicare & Medicaid Services
        Executive Summary Format


EXECUTIVE SUMMARY

The Executive Summary should include a highly condensed version of the study objectives, background, importance, design (including requested data files), and funder of the study.  This summary will be the cover page of the research protocol and should be detailed enough to allow any CMS representative reviewing the executive summary to understand the study being proposed.  The Executive Summary should be submitted as the cover page to the federal grant proposal.  If this is a Part D Amendment request, briefly describe the original study and how the study will be enhanced with Part D data.
Additionally, the Executive Summary should briefly address each of the following:

1. How the study has the potential to improve the quality of life for Medicare beneficiaries or Medicaid recipients, or improve the administration of the CMS programs.  
2. The measures to be taken to ensure that the use of these data involves no more than minimal risk to individuals.  A more comprehensive overview may be presented in the Database Management section of the protocol.
3. Could the research be conducted without individual level authorization? Explain.

4. Could the research be conducted without access to these individually identifiable data? Explain.

List of the data files and years being requested.

Example text: We are requesting the research identifiable files from CMS, specifically the 1999-

2003 Denominator and MedPAR Files. The RIF are needed for this analysis (as

opposed to the LDS Files) because our analysis requires that we identify the exact date

the procedure occurred, the quarter and year are not sufficient. Per our study objectives,

we must identify individuals who have AMD and have received IVT-injection, and must

use the individually identifiable data to link these individuals to any of their claims that

have a diagnosis code for acute endophthalmitis over the four-year study period.
Give brief summary that this is minimum data necessary, including brief justification of why the LDS files could not be used.  
Example text: To the best of our knowledge, this research cannot be conducted without individual level data and the individually identifiable data. We have requested only the data needed for our analysis. Per our study objectives, we must identify individuals who have AMD and have received IVT-injection, and must use the individually identifiable data to link these individuals to any of their claims that have a diagnosis code for acute endophthalmitis over the four-year study period.

If requesting Part D data, include a detailed justification of each variable and describe how it will be used in the analysis.  For further assistance with the justification, contact ResDAC help desk. For a list of the Part D variables, please see the Specifications Worksheet tab labeled “PDE Justification”.  Also include an ascertainment statement that you will not identify the pharmacy, provider, prescriber, or health plan.

Example text: We agree that we will not identify the pharmacy, provider, prescriber, or health plan in our study.
Database Management:    

The protocol should explicitly address how the data files will be held, managed, and processed.  For example, who will have the main responsibility for organizing, storing, and archiving the data?  Who will maintain computer data media and make needed work files available to those who will analyze the data?  How will the privacy of info be safeguarded? What is the plan for destroying/returning data at end of DUA? If multiple organizations are involved is a copy of the data being requested? If a commercial funding source identify that the pharmaceutical company would not receive any individual data and that the researcher would have full editorial control over any publication regardless of the study findings.
The following is an example of a well constructed data management section:

To ensure the privacy and confidentiality of data for this project we will store and use the identifiable data at the following location: 1) a password-protected stand-alone PC at the offices of Dr. X at the University of XX; or 2) an alternate server at the University of XX  IT Facility  under the direction of Dr. Johnson, who has signed the DUA signature addendum. The stand-alone PC will be password-protected and resides in a locked office within a building having limited, electronic passkey access. The IT systems analyst, under the supervision of Dr. Johnson, who has signed the DUA signature addendum, will upload the data onto the secure production servers (the main Oracle database server and the Protected Health Information (PHI) server), which are accessible only to key personnel, who are under the direction of Dr. Johnson and will be monitored regularly. The database management at IT is built with multiple layers of security and follows best practices for securing sensitive data. The main levels of security are fourfold and include: Physical media that are received from the distributer or any physical copies of the data will be encrypted while at rest and will be held in a locked cabinet within the office of Dr. X. Project computers are all password protected, are protected by the University of XX firewall, and are in locked offices within a building having limited, electronic passkey access. 

Password protection will be used in additional places at the server and web portal levels for all transactions that allow entry and editing of data, provide access to sensitive subject data or administrative privileges. Passwords will be managed to require all users to change their password within 90 days and strict rules will be implemented to require strong passwords. Additionally, all PHI data hosted on the PHI server, which is privately networked to the main database server for authorized integration by PIs, will be encrypted within the Oracle database with de-encryption keys activated only by a user password for which a member of the research team has been given permission to access these sensitive data (the PI and project staff who are under the direct supervision of the PI and have yet to be named).  PHI data access will be limited to PIs and key members of the IT facility. Prior to receiving PHI access, researchers must demonstrate completion of HIPAA training and abide by security procedures developed by the IT facility.

The production servers at the University of X IT facility (the main Oracle database server and the PHI server), running the Sun Microsystems Solaris 9 operating system, will be housed in a dedicated computer machine room containing emergency backup power, a UPS, a non-liquid fire suppression system and authorization-based limited access. The computer and corresponding Raid-5 disk storage will be locked in a computer cabinet within the computer room with keys to the server and rack only distributed to key personnel under the supervision of Dr. Johnson. According to industry best practices, all software services and corresponding ports on the servers that are known to be substantial security risks and which are not used by the project data management resources will be disabled, including telnet, ftp, r* commands and sendmail. Administrative access to databases and corresponding data will be limited to the IT facility team using Secure Shell (SSH) and/or Virtual Private Network (VPN). Furthermore, all databases will reside behind industry-strength Firewalls, with the PHI server being protected by yet another layer of Firewalls. Data, query tools and reports published via web interfaces will be encrypted using a secure web server and SSL certificates that provide a minimum of 256-bit encryption.

The electronic data files for this study will be processed on this dedicated, layered-security system, which can be accessed only by the PI and designated project staff that are under the direct supervision of the PI and have yet to be named on an as-needed basis. Since the system is behind multiple firewalls, is monitored regularly, and is accessible only to key personnel, the risk of unlawful penetration is not a significant data safeguard concern. 

All applications are run on the server, thereby eliminating the need to house data on a laptop computers that are generally more of a security risk. 

As indicated in the Data Use Agreement, individually identifiable or deducible data will not be transmitted by unsecured telecommunications, which include the Internet, email, and electronic File Transfer Protocol (FTP).  Further, the data will not be physically moved or transmitted in any way from X without written approval from CMS.

At the conclusion of this study, or by the date of retention identified in the Data Use Agreement, a CMS “Certification of Destruction” certifying the proper destruction of all data obtained will be sent to CMS.

Lastly, all output containing individual identifiable information is treated as confidential data.  This information is never transferred electronically via email or other protocols.  Shredders are used on any printed material containing individual identifiers.  Printed materials such as tables and manuscripts will not contain cell sizes less than 11.

Finally, although this study is funded by Pfizer, inc., as illustrated in the contract with Pfizer and in the study protocol, Pfizer and its employees/consultants will not have any access to the CMS raw data. Instead, they will receive only summary results from the analyses. It is the policy of University of X and our academic tradition that the researchers are free to publish their research results without any influence by the funding agency. In addition, publication of this study’s results is at the sole direction of the study PI, independent of any influence by Pfizer and its employees or consultants, regardless of whether the results will be potentially “beneficial” or “harmful” to Pfizer and its products.

QUALIFICATIONS OF KEY STAFF

To the extent possible, persons the researcher believes are crucial to a successful project should be named in this section.  This section specifically identifies the institution and the role in this project. The requestor and custodian should be named in this section at a minimum.  
Example Text:

Robert Smith, M.D., Chief, Division of General Internal Medicine, University of United States School of Medicine. Dr. Smith will serve as the requestor of the data, overseeing the project and personnel on the project.

IMPLEMENTATION POTENTIAL

In this section, please address the generalizability, applicability, and dissemination of the work. Include a sentence that you acknowledge that by signing the DUA, you agree to the cell suppression policy of not publishing or presenting tables with cell sizes less than 11.  
Specific to Part D requests, you must agree that you will send all Part D related results to CMS prior to publication or presentation.
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