
Data Privacy Safeguard Program
Frequently Asked Questions

1. What is the Data Privacy Safeguard Program (DPSP)?
CMS’ Data Privacy Safeguard Program (DPSP) is intended to bring greater awareness to the importance of protecting and securing CMS data among the research community.  The DPSP consists of a revised Data Management Plan that asks for additional detail about the safeguards that you have put in place to protect CMS data.  Additionally, CMS intends to annually review several organizations to ensure that the safeguards described in their Data Management Plan are being implemented and align with their signed DUA.  

PLEASE NOTE: CMS revised the format of the Executive Summary and Data Management Plan. Effective July 1, 2011, researchers requesting CMS data will be required to submit the new Executive Summary template and a Data Management Plan in the new format with their data request packet.  If your organization submitted a request for data prior to July 1, 2011, there is no need to resubmit your data request packet. 

2. Why did CMS develop the program?
CMS acknowledges the importance of research. The DPSP was developed to ensure the protection of CMS data. The program reflects the Agency’s commitment to improve data stewardship and to protect CMS data made available to research organizations to conduct important research studies.  In addition, CMS wants to verify that researchers are using data only for the intended use as approved by CMS.

3. How will my organization benefit from the program?
Your organization benefits from the feedback you receive about your Data Management Plan and any subsequent reviews.  This feedback will assist in enhancing your data stewardship program.
 
4. Has the creation of the DPSP resulted in changes to the data request process?
The process to request data has not changed. However, the formats of the Executive Summary and Data Management Plan have been revised.  As noted above, effective July 1, 2011, researchers requesting CMS data will be required to submit the new Executive Summary template and Data Management Plan in the new format with their data request packet.  Please review the Data Management Plan Guidelines to prepare the Data Management section of the Executive Summary for all data requests submitted on or after July 1, 2011. 

PLEASE NOTE: If your data request was submitted before July 1, 2011, you are not required to resubmit your data request packet with the new version of the Executive Summary or Data Management Plan. 

5. What are the main components of a data request packet?  
The main components of a data request packet continue to include the Data Use Agreement (DUA), Executive Summary with the Data Management Plan (DMP) and Research Study Protocol.  Please reference the Requesting CMS data guidelines for instructions on how to submit a data request packet. 

A DUA is an agreement between CMS and an external entity (e.g., academic institution, private company) that is entered into when an external entity requests the use of personal identifiable data that is covered by a legal authority (e.g. the Privacy Act of 1974). The agreement delineates the confidentiality requirements of the relevant legal authority, security safeguards, and CMS’ data use policies and procedures. The DUA serves as both a means of informing data users of these requirements and a means of obtaining their agreement to abide by these requirements. Additionally, the DUA serves as a control mechanism for tracking the location(s) of CMS’ data, the reason for the release of the data, and the expiration date. 

A DMP is a written plan for how your organization intends to protect and secure CMS data files.  Per CMS guidance, your DMP should explain the organizational, technical, and personnel safeguards employed by your organization at each of the following phases of data protection:  Possession and Storage of CMS data files; Data Sharing/Electronic Transmission; Data Reporting/Publication; and Completion of Research Tasks and Data Destruction.

6. Will the new program requirements delay access to CMS data? 
No, the new program requirements will not delay your access to CMS data.  The data request application review process will remain the same and, therefore, will not affect the standard turnaround time.  Please reference the RIF data request timeline for additional information about the application review process. 

7. How are organizations selected for a DPSP review?
Selection of sites will be based on such factors as the scope and use of the data as described in your Data Management Plan. 

8. How can my organization prepare for a DPSP review?
The DPSP team consists of staff from CMS and CMS’ contractor, Booz Allen Hamilton who is assisting in conducting the reviews.   Following receipt of information requested for the remote review, CMS’ contractor, Booz Allen Hamilton, will contact the Principal Investigator to schedule an entrance conference call.  An entrance conference call is scheduled with the Principal Investigator, Data Custodian and research staff to discuss the purpose, scope, and the DPSP review process. The entrance conference call is typically scheduled at least 2-3 weeks prior to the onsite visit.  

Once the entrance conference call is scheduled, you will receive written correspondence confirming the details of entrance conference call. During the entrance conference call, Booz Allen Hamilton will explain the program objectives, scope, program related activities, timelines and next steps.  The entrance conference call will assist your organization to prepare for the onsite visit.  During the call, Booz Allen Hamilton will solicit your input to schedule the onsite visit.  Attendees are encouraged to present any questions or concerns they have about the DPSP or the onsite visit during the teleconference.  

Following the entrance conference call, you will receive additional instructions and details to prepare for the onsite visit.  

To prepare for a DPSP review, it is suggested that the Principal Investigator: 
· Review CMS’ Data Use Agreement (DUA) guidelines 
· Review your organization’s data request packet(s)
· Data Use Agreement 
· Executive Summary/Data Management Plan
· Research Protocol 
· Identify staff (e.g. Data Custodian, Chief Security Officer, Information Technology [IT] personnel) to attend DPSP related meetings or teleconferences 
· Gaither relevant policies or documents for the DPSP team to review during the on-site visit 
· Schedule a time to give a tour to the DPSP team of the physical premises where CMS data files are stored

9.  What can I expect during the DPSP onsite visit review process?
Selected organizations will be notified of their selection by the DPSP team several weeks in advance of the DPSP onsite visit.  If your organization is selected for a DPSP review, the Principal Investigator will receive notification in writing via certified letter or e-mail.  The Principal Investigator may also receive a phone call. 

It is CMS’ goal to conduct all reviews in a professional manner with minimum disruption to your organization and its research related activities.  The DPSP team will initiate the DPSP review process with a written letter informing you that your organization is selected for a DPSP review.  This letter will also describe the review process at a high level.  Our plan is to keep you informed and updated during the review process, and will provide point of contact information for external organizations to contact the DPSP team with any questions that may arise. The DPSP team will explain all program related activities and timelines during the entrance conference call.  The entrance conference call is typically scheduled at least 2-3 weeks prior to the onsite visit.  During the onsite visit, the DPSP team will discuss remote review findings with staff and tour the facility. 

10.  What happens after the DPSP review is complete? 
Following the review, the DPSP team will prepare a site visit report. The DPSP team will then issue a letter to the Principal Investigator to confirm your organization’s participation in the program.  This letter will also include details pertaining to the remote and onsite reviews.  

11. What are the potential outcomes of the review?
After the review, you will receive feedback and recommendations that you can use to enhance your data privacy protections and data stewardship program.  Corrective action may be required.  Detailed information will be provided to your organization if corrective action is required.  The DPSP team may also ask your permission to share best practices.  

12. How often will CMS conduct the DPSP reviews?
The DPSP team will conduct DPSP reviews on an ongoing basis and your organization could be contacted at any time throughout the year.   

13. Who will perform the DPSP reviews? 
Booz Allen Hamilton will perform the DPSP reviews on behalf of CMS.   CMS contracted with Booz Allen Hamilton to administer the program. 

14. Where can I find general information about the program?
You can find general information about the program under the “What’s New” on the ResDAC home page or on the CMS website.

15. Who should I contact if I have further questions about the program?
If you have any questions about the Data Privacy Safeguard Program, please contact the Research Data Assistance Center (ResDAC), a CMS contractor, via phone (1-888-973-7322) or e-mail (resdac@umn.edu).  ResDAC staff will be more than happy to answer your questions. 

16. Will my organization receive a certificate following the review? 
No, your organization will not receive a certificate. This program is not a certification program. 
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