[bookmark: _Toc294006572][bookmark: _Toc294293683][bookmark: _Toc294294241]The Data Management Plan Evaluation Guide was developed to inform you about our process of reviewing your Data Management Plan(s).  We believe that the Evaluation Guide will help you to understand what information is requested by the Centers for Medicare and Medicaid Services (CMS) and assist you with submitting a complete and detailed Data Management Plan.  This document provides guidance on how to address each step within the revised Data Management Plan.  

We will use this Guide to review and assess your Data Management Plan(s).   The Evaluation Guide is a living document. We will modify the document as needed, to include lessons learned while reviewing your Data Management Plans and to maintain consistency with the Data Privacy Safeguard Program (DPSP) objectives.  We will notify you of any program related updates, including modifications to the review process and Evaluation Guide.  

Please contact ResDAC via phone (1-888-973-7322) or e-mail (resdac@umn.edu) if you have any questions about the Data Management Plan Evaluation Guide or if you have any questions about how to prepare a Data Management Plan.  ResDAC staff will respond to your questions promptly.  Please also review the Data Management Plan Guidelines for additional information.  Please click here for additional information about the DPSP.






















DATA PRIVACY SAFEGUARD PROGRAM
DATA MANAGEMENT PLAN REVIEW CHECKLIST
EVALUATION GUIDE

	Employee Name: 
	This should be completed with one of the following:  “Booz Allen/CMS/ResDAC”

	Review Date: 
	This should be completed with the date that this checklist is completed

	External Organization’s Name:
	This should read:  Company Name OR University, Specific School (e.g.  RTI International OR University of Memphis, School of Public Health)  

	External Organization’s Location: 
	This should be completed with the City and State 

	Principal Investigator’s Name: 
	This should be completed with the Principal Investigator’s (PI) First and Last Name.  In some instances, the DUA User/Requestor will not be the same individual as the PI and in those cases, that person can additionally be listed here as well (but cannot replace the PI listed here). 

	Study Title: 
	This should be completed with the Title of the Study

	
Data Management Plan Requirements

	STEP 1 OF THE DATA MANAGEMENT PLAN - 
PHYSICAL POSSESSION AND STORAGE OF CMS DATA FILES

	Evaluation Criteria

|X|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A

A “YES” response means that the response answers the question completely and is acceptable by CMS’ data protection standards or industry best practices for data protection.

|_|  YES 
|X|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A

A “NO” response means that the response either a) is not answered completely, and/or b) the response given is not acceptable by CMS’ data protection standards or industry best practices for data protection.

|_|  YES 
|_|  NO
|X|  MORE DISCUSSION NEEDED
|_|  N/A

A “MORE DISCUSSION NEEDED” response means that the response given does not allow for a proper analysis as to whether the response is complete or not.  This may be an instance where the response appears to address part of the question sufficiently but it is assumed that there is more to the answer than is written.  A common example of this is when procedures are explained, but no policies are referenced when requested, such as for questions 1.7, 2.3, etc. This can also denote that the response causes confusion and more discussion is needed for clarity sake.  

|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED
|X|  N/A

A “N/A” response means that the question does not apply to the organization. N/A will be used rarely and only on a case by case basis. 

Only one box should be checked for each question.  

	1.1
	Does the organization[footnoteRef:1] provide the name(s) of individuals that will be responsible for organizing, storing and archiving data?  [1:  Throughout this document, “organization” can be interpreted as the company, agency, or group or team within a company, depending on which makes more sense in context with the research study for which CMS data files are being used.  For example, large companies may defer to a CMS data file inventory for just their team; whereas smaller companies may keep a single CMS data file inventory for the entire company.

2 Note that we are specifically asking you to reference your written policies and procedures related to your organization’s administrative, technical and physical safeguards.   If policies and procedures have not been developed, please explain any ongoing activities your organization is taking to document and make them available to staff.   Organizations selected for DPSP reviews will be asked to provide copies of written policies and procedures.  Please note that an explanation of the process is not sufficient.
] 


When a response is complete, the following language should be inserted in the evaluation guide for that question:  “Information provided is sufficient, additional information is not required.” 

This response should list the full name (and title when available) of the individual who is responsible for organizing, storing and archiving data.  
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	1.2
	Does the organization maintain a current inventory of CMS data files, or have plans in place to develop an inventory?

This response should denote whether or not the organization keeps a current inventory of CMS files and also how the organization plans to inventory new CMS files it receives.  
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	[bookmark: _GoBack]1.3 
	Does the organization reference the agreement that binds all members (i.e., organizations, individual staff) of research teams to specific privacy and security rules in using those data files?

This response should list all agreements – non-disclosure agreements, Rules of Behavior, Memoranda of Understanding, confidentiality agreements, sub-contracts, etc – that bind the organization as well as the individuals.  This list should be comprehensive for all privacy and security agreements.  
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	1.4
	Does the organization provide details on who and how the organization will notify CMS of any project staffing changes?

This response should explain the process of how the organization will inform CMS about any changes, additions, removals, etc of staffing on the project. This response should list the full name (and title when available) of the individual that will notify CMS of staffing changes. 
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	1.5
	Does the organization reference training programs they have developed or use to educate staff on how to protect CMS data?

This response should list all trainings – security training, privacy training, role-based training, general training, HIPAA training, etc – that the organization requires the individuals on the project to take.  This list should be comprehensive.  
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	1.6
	Does the organization explain the infrastructure (facilities, hardware, software, other) that will secure the CMS data files?

This response should explain all infrastructure used to protect CMS data files.  This will include facilities, hardware, software and anything else that the respondent believes constitutes infrastructure.  This response should be as comprehensive as possible.  
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	1.7
	Does the organization discuss and reference policies and procedures regarding the physical possession and storage of CMS data files?

For questions that ask about policies, the response should clearly state whether there are existing, written policies or not.  An explanation of the process is not enough.  

A sample evaluation note could resemble the following:  “No policies are referenced, although procedures are described.  The expectation is that policies and procedures are written documents that can be referenced by staff.  Organizations selected for a DPSP on-site review are expected to provide copies of written policies and procedures during the on-site review.”

This response should list what policies govern the physical possession and storage of CMS data files, and should also describe the procedures listed in those policies. 
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	1.8
	Does the organization explain a system or process to track the status and roles of the research team? 

This response should explain the process for tracking the status (e.g. active, pending, retired) and roles (e.g. Primary Investigator, researcher with full access, researcher with limited access, etc) of the individuals that comprise the research team.  
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	1.9
	Does the organization explain physical and technical safeguards they use to protect CMS data files (including physical access and logical access to the files)?

This response will likely be detailed and lengthy, although this will be dependent on the amount of CMS data files that the organization has in its possession.  The response should detail all physical and technical safeguards that the organization has in place and uses to protect CMS data files.  This should be a comprehensive list.   
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	

STEP 2 OF THE DATA MANAGEMENT PLAN – 
DATA SHARING, ELECTRONIC TRANSMISSION AND DISTRUBUTION

	2.1
	Does the organization discuss and reference policies and procedures regarding the sharing, transmission, and distribution of CMS data files (including Data Sharing Agreements)? 

For questions that ask about policies, the response should clearly state whether there are existing, written policies or not.  An explanation of the process is not enough.  

A sample evaluation note could resemble the following:  “No policies are referenced, although procedures are described.  The expectation is that policies and procedures are written documents that can be referenced by staff.  Organizations selected for a DPSP on-site review are expected to provide copies of written policies and procedures during the on-site review.”

This response should explain which policies govern the sharing, transmission and distribution of CMS data files as well as what those procedures entail. 
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	2.2 
	Does the organization currently employ, or have plans to employ, a data tracking system?  Does the organization explain the data tracking system that is used?

This response should note whether or not the organization employs a data tracking system, and if so, the response should detail the process for maintaining this system. 
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	2.3
	Does the organization discuss and reference the policies and procedures they developed for the physical removal, transport and transmission of CMS data?

For questions that ask about policies, the response should clearly state whether there are existing, written policies or not.  An explanation of the process is not enough.  

A sample evaluation note could resemble the following:  “No policies are referenced, although procedures are described.  The expectation is that policies and procedures are written documents that can be referenced by staff.  Organizations selected for a DPSP on-site review are expected to provide copies of written policies and procedures during the on-site review.”

This response should explain the processes that the organization employs regarding the physical removal, transport and transmission of CMS data.  If no physical removal, transport and transmission is allowed, then this evaluation checkbox can still be a YES, if there are policies and procedures prohibiting the physical removal, transport and transmission.  
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	2.4
	Does the organization explain how they will tailor and restrict data access privileges based on an individual’s role on the research team?

This response should note whether or not the organization tailors and restricts data access privileges, and if so, explain the methods by which the organization tailors and restricts access privileges based on an individual’s role and responsibilities on the research team.  
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	2.5
	Does the organization explain their use of technical safeguards for data access (which may include password protocols, log-on/log-off protocols, session time out protocols, and encryption for data in motion and data at rest)?

Detailed information and examples are required for this question. 

This response should explain all the technical safeguards for data access that the organization employs.  This list should be comprehensive.  
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	2.6 
	Will the organization involve additional organizations in analyzing CMS data?  If so, does the organization provide the names of those additional organizations? 

This response should note whether or not other organizations will be involved in analyzing CMS data, and if so, this response should provide the names of those organizations.   A “yes” or “no” response is not sufficient here.  This requires an explanation.  If the response is a NO, the answer should be clarified as following:  “No, the organization does not involve additional organizations in the analysis of CMS data.” If the answer is “yes”, the organization will need to provide the names of the other organizations that will be involved in analyzing data. 
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	2.7
	Will the organization house CMS data in a separate location?  And if so, does the organization provide details on how the data will be transferred to that separate location?

This response should note whether or not the organization will house CMS data in a separate location, and if so, this response should provide details on how the data will be transferred.   A “yes” or “no” response is not sufficient here.  This requires an explanation. If the response is a NO, the answer should be clarified as following:  “No, the organization does not house the data in a separate location.”  . If the response is a YES, the answer should be clarified as following:  “Yes, data will be housed in a separate location.”
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	
STEP 3 OF THE DATA MANAGEMENT PLAN – 
DATA REPORTING AND PUBLICATION

	3.1
	Does the organization explain how its Data Management Plans are reviewed and approved?

This response should detail the DMP review processes and the DMP approval processes that the organization employs.  If no such processes are employed by the organization, this evaluation checkbox is a NO.  
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	3.2
	Does the organization explain whether and how its Data Management Plans are subjected to periodic updates during the DUA period?

This response should explain the policies and procedures employed by the organization regarding periodic reviews and updates to the DMP.  If no such updates are conducted by the organization, this evaluation checkbox is a NO.  
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	3.3
	Does the organization agree to adhere to CMS’ cell suppression policy?
 
This question is answered with a YES/NO response on the DMP. 
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A

	3.4
	Does the organization agree to send all Part D related results to CMS prior to publication or presentation? 

This question is answered with a YES/NO response on the DMP.  If the Principal Investigator/organization is not requesting Medicare Part D data, then a N/A response is acceptable.
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A

	3.5
	Does the organization agree that pharmacies, providers, prescribers or health plans will not be identified in this study?

This question is answered with a YES/NO response on the DMP.  If the Principal Investigator/organization is not requesting Medicare Part D data, then a N/A response is acceptable.
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	
STEP 4 OF THE DATA MANAGEMENT PLAN –
 COMPLETION OF RESEARCH TASKS AND DATA DESTRUCTION

	4.1
	Does the organization discuss a process they have in place to complete the Certificate of Data Destruction form and reference policies and procedures to destroy data files upon completion of its research?

For questions that ask about policies, the response should clearly state whether there are existing, written policies or not.  An explanation of the process is not enough.  

A sample evaluation note could resemble the following:  “No policies are referenced, although procedures are described.  The expectation is that policies and procedures are written documents that can be referenced by staff.  Organizations selected for a DPSP on-site review are expected to provide copies of written policies and procedures during the on-site review.”

This response should include the name or title of the individual that will submit the form Certification of Data Destruction form to CMS.  The response should also state that the organization does destroy data upon completion of its research and also detail the process that the organization uses for the data destruction.  A “Certificate of Data Destruction” may be referred to in similar yet different words, such as a “destruction report”.
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	4.2
	Does the organization discuss and reference policies and procedures they use to protect CMS data files when individual staff members of research teams (as well as collaborating organizations) terminate their participation in research projects (which may include staff exit interviews and immediate access termination)?

For questions that ask about policies, the response should clearly state whether there are existing, written policies or not.  An explanation of the process is not enough.  

A sample evaluation note could resemble the following:  “No policies are referenced, although procedures are described.  The expectation is that policies and procedures are written documents that can be referenced by staff.  Organizations selected for a DPSP on-site review are expected to provide copies of written policies and procedures during the on-site review.”

This response should explain the policies and procedures for protecting CMS data files when members of the research team (individuals and organizations) terminate their participation in the research.
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	4.3
	Does the organization discuss and reference policies and procedures they use to inform CMS of project staffing changes, including when individual staff members terminate their participation in the research project, voluntarily or involuntarily?  

For questions that ask about policies, the response should clearly state whether there are existing, written policies or not.  An explanation of the process is not enough.  

A sample evaluation note could resemble the following:  “No policies are referenced, although procedures are described.  The expectation is that policies and procedures are written documents that can be referenced by staff.  Organizations selected for a DPSP on-site review are expected to provide copies of written policies and procedures during the on-site review.” 

This response should explain the policies and procedures that the organization uses to inform CMS of any project changes that occur throughout the timeline of the research project.  
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	4.4 
	Does the organization discuss and reference policies and procedures to ensure original data files are not used following the completion of the project?

For questions that ask about policies, the response should clearly state whether there are existing, written policies or not.  An explanation of the process is not enough.  

A sample evaluation note could resemble the following:  “No policies are referenced, although procedures are described.  The expectation is that policies and procedures are written documents that can be referenced by staff.  Organizations selected for a DPSP on-site review are expected to provide copies of written policies and procedures during the on-site review.” 

This question should explain the policies and procedures that the organization uses to ensure that original data files, including output, physical copies, electronic copies, and data stored on servers, are not used following the completion of the project (e.g. policies and procedures regarding return of data or destruction of data or prohibiting reuse of data). 
	|_|  YES 
|_|  NO
|_|  MORE DISCUSSION NEEDED 
|_|  N/A


	SUMMARY

	
	Has the organization described the actions that will be taken to secure CMS data files throughout the four stages of data possession below?
1. Physical Possession and Storage of CMS data files 
2. Data Sharing, Electronic Transmission and Distribution 
3. Data Reporting and Publication 
4. Completion of Research Tasks and Data Destruction 

These ADDRESSES/PARTIALLY ADDRESSES/DOES NOT ADDRESS evaluations should be determined based on the average YES/NO evaluation determined for each question of the 4 sections in the previous part of the document.  

For each section, if ALL responses are YES, then the evaluation would be an ADDRESSES for that step in this Summary section.  

However, if even just one question in a section is a NO, then the evaluation would be a PARTIALLY ADDRESSES for that step here in the Summary.  

Lastly, if there are issues with all or most of the responses in a section, whatever those issues may be, then the Summary evaluation should be a DOES NOT ADDRESS.  

The same evaluation criteria apply to all sections.  This ADDRESSES/PARTIALLY ADDRESSES/DOES NOT ADDRESS evaluation Summary section does require a level of human analysis to determine.  
	Step 1: 
|_|   ADDRESSES
|_|   PARTIALLY ADDRESSES
|_|   DOES NOT ADDRESS

Step 2:
|_|   ADDRESSES
|_|   PARTIALLY ADDRESSES
|_|   DOES NOT ADDRESS

Step 3:
|_|   ADDRESSES
|_|   PARTIALLY ADDRESSES
|_|   DOES NOT ADDRESS

Step 4:
|_|   ADDRESSES
|_|   PARTIALLY ADDRESSES
|_|   DOES NOT ADDRESS







	

COMMENTS
(Use the section below to list your comments, recommendations and follow up/action items) 

	
· This section is an area for the reviewer to list any additional comments, evaluations, or recommendations that are not addressed fully in the previous question-by-question section of this document.  



ADDITIONAL GUIDANCE FOR REVIEWING A DATA MANAGEMENT PLAN
Various scenarios may apply to how research teams organize themselves to complete their research protocols.  The examples provided below are meant to prompt your thinking about how your data environment is structured.  Please note that these are just a few examples of scenarios and not meant to be an exhaustive list.  Consider specific organizational, personnel, and technical safeguards for your organization’s scenario when reviewing a Data Management Plan.
BELOW WE HAVE PROVIDED EXAMPLES OF SCENARIOS THAT MAY APPLY TO AN ORANIZATION 

Step 1—PHYSICAL POSSESSION AND STORAGE OF CMS DATA FILES
In the proposed research, the Data Management Plan will limit access to/distribution of CMS data files to a team within the same organization, or within a single administrative unit (department, office), which is under a single administrative supervisor
The Data Management Plan calls for distributing/sharing CMS data files 1) among multiple departments/locations within a single organization, or 2) across one or more distinct organizations  
Step 2—DATA SHARING, ELECTRONIC TRANSMISSION, DISTRIBUTION
Our Data Management Plan proposes to store and maintain all original and backup CMS data files (and any derivatives made thereof for analytical use) on standalone, non-networked computer(s) in one or more physical locations 
The Data Management Plan proposes to deploy original CMS data files on systems within our organization, with multiple simultaneous users, who may work in one or more physical locations
Either or both of the above scenarios may apply, and the Data Management Plan allows for staff to download and capture abstracts of the original CMS data files to their own computer  
Step 3—DATA REPORTING AND PUBLICATION
For the proposed research, the Data Management Plan will clearly state how your organization will request approval from CMS prior to publishing study findings that include statistics, beneficiary, or facility level data to the public 
Step 4—COMPLETION OF RESEARCH TASKS AND DATA DESTRUCTION
The subject research protocol and Data Management Plan includes staff exit/termination policies and procedures that have been developed by my organization  
The subject research protocol and Data Management Plan is governed by staff exit/termination policies and procedures that have been developed by my organization and supplemented by the research team
Either 1 or 2 above applies, plus other external organizations are collaborating on this research protocol and their exit protocols are relevant to this step
1

